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Building Trust in E-Learning

By Y. Diana Wang”

As Web-based course delivery continues to emerge and thrive as a
legitimate alternative to classroom instruction, educational
institutions and online instructors face the challenge of building and
sustaining student trust in e-learning. The present study represents
an attempt to address the challenge by identifying the social and
technical factors that can likely induce or influence students’
perception about the trustworthiness of an e-learning course and
integrating the factors into a socio-technical framework that can be
empirically validated. The methodology used and the data obtained
from a university-wide survey conducted in an American university
are reported in this paper. The results indicate that two underlying
dimensions, Course Instruction and Privacy and Security, exist
among the 12 trust-inducing factors. Although all 12 factors were
found to contribute to the respondents’ perception of the
trustworthiness of an e-learning course, the Course Instruction
dimension was rated about 10% higher than the Privacy and
Security dimension. This suggests that the social and course design
factors (e.g., reputation, design quality, instructor socio-
communicative style), when used effectively, can help overcome
students’ privacy and security concerns for an e-learning course.
The study makes at least two important contributions to the field by
proposing a framework of 12 trust-inducing factors for e-learning
and by extending the confirmatory factor analysis (CFA) to a new
application area of trust evaluation in e-learning.

Introduction and Background

The advancements in information and telecommunications technology
have fundamentally transformed Distance Education (DE) from
correspondence schools in late 19th century to today’s e-learning, which is
predominated by the application of Internet technologies. E-learning is defined
as ‘the delivery of education (all activities relevant to instructing, teaching, and
learning) through various electronic media’ (Koohang & Harman, 2005, p. 77)
and is also used interchangeably as Web-based instruction, Internet-based
training, or online education.

Although a growing number of educational institutions in higher
education, within the United States in particular and around the world in
general, have invested heavily in Internet technologies and infrastructures to
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support e-learning, the majority of postsecondary students are still hesitant
about taking online courses, especially for the purpose of earning a virtual
degree (Hashem, 2011). Furthermore, according to the 2012 Sloan Survey of
Online Education, based on responses from more than 2,800 colleges and
universities in the United States, nearly ninety percent (89.7%) of the surveyed
academic leaders have identified lower retention rates for online courses as a
barrier to the widespread adoption of e-learning (Allen & Seaman, 2013).

From the student’s perspective, the decision to take an online course is not
an easy one to make: The student must overcome the fear of potentially
wasting time and money, disclosing sensitive information, and losing
submitted work, and they must take such risks in the absence of face-to-face
interactions. Previous research shows that trust is vital for ensuring effective
commitments and reducing the level of uncertainty (Kramer, 1999; Luhmann,
2000). Trust is the ‘firm belief in the competence of an entity to act
dependably, securely and reliably within a specific context’ (Grandison &
Sloman, 2000, p. 4). If prospective students are trusting, they are more likely to
enroll in online courses, thereby easing enrollment problems; if current
students are trusting, they are less likely to drop out, thereby easing retention
problems (Ghosh et al., 2001). In addition, as a student’s trust in a teacher
determines the degree to which that student will be open to being taught by that
teacher, trust is also a requisite component of a student-teacher relationship for
maximal learning to occur (Wooten & McCroskey, 1996). Therefore, building
and maintaining students’ trust in online courses is crucial to the success and
future of e-learning.

Despite the fact that trust with all of its connotations has been studied in
numerous disciplinary fields, such as philosophy, psychology, management,
and marketing (Wang & Emurian, 2005), there is an apparent dearth of
literature on investigating trust in the context of e-learning or understanding its
antecedents or determinants thoroughly. The majority of studies that provide
models and principles for building trust are in the field of e-commerce and
focus on how to promote consumer trust in Internet shopping (e.g., Cheung &
Lee, 2006; Ha & Stoel, 2009; Jarvenpaa et al., 2000). In recent years, there
have appeared a number of studies at the intersection of trust and e-learning,
but the focus of the research is limited to either students’ trust and perception
towards e-learning systems and information security (e.g., Hashem, 2011; Liu
& Wu, 2010) or the role that trust plays in promoting virtual teams and online
collaboration (e.g., Al-Ani et al., 2013; Casal6 et al., 2008). Therefore, a
pressing need exists for a deeper and more comprehensive understanding on
the factors that influence student trust in e-learning. Without such
understanding, it is difficult to build and manage student trust in an online
environment, thereby making it more challenging for educational institutions
and instructors to provide trustworthy, sustaining, and successful online
courses.

This paper aims to fill the gap of lacking research by providing a socio-
technical framework of trust-inducing factors based on existing literature on
enhancing student trust in e-learning and empirically validating the proposed
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framework through a survey conducted within an American university. In this
study, student trust in an e-learning course is defined as ‘the degree to which a
student is willing to rely on the e-learning system and has faith and confidence
in the instructor or the educational institution to take appropriate steps that help
the student achieve his or her learning objectives.” This definition is consistent
with the concept of trust found in the education literature (Bulach, 1993; Ghosh
etal., 2001).

The rest of the paper describes the proposed socio-technical framework,
the research methodology, the results of the survey, and, finally, ends with
conclusions and directions for future explorations.

Proposed Socio-technical Framework of Trust-inducing Factors

As the result of a comprehensive literature search and review, a socio-
technical framework of trust-inducing factors is proposed in an effort to
synthesize existing literature on enhancing student or consumer trust in virtual
environment. The framework is ‘socio-technical’ because it includes both
social and technical features of an e-learning course (including its instructor
and the system on which the course is built) that can likely induce or influence
students’ perception about the trustworthiness of an e-learning course. The
framework is not exhaustive in the sense that it does not attempt to capture
every possible trust-inducing factor that can be applied in an e-learning course.
It is focused on articulating the most prominent set of trust-inducing factors
derived from numerous previous studies and presenting them as an integrated
entity that can be evaluated empirically.

The framework classifies 12 trust-inducing factors into four broad
dimensions: namely, (1) credibility, (2) design, (3) instructor socio-
communicative style, and (4) privacy & security. The dimensions are identified
on the basis of a semantic and functional grouping of factors obtained from the
literature. Table 1 illustrates the framework in detail, including the dimensions,
trust-inducing factors, and literature sources for each dimension.

Specifically, the Credibility dimension refers to the cognition-based
features, such as previous experience or reputation of the e-learning system and
the instructor, which are usually formed prior to the current course; The Design
dimension defines the overall design quality and accessibility of the
informational and graphical components of the e-learning system; The
Instructor Socio-Communicative Style dimension refers to the patterns of
communication and interaction behaviors of the instructor; And the last
dimension, the Privacy and Security dimension relates to the privacy and
security measures that can be included in the e-learning system.
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Table 1. A Socio-technical Framework of Trust-Inducing Factors in E-learning

Dimensions Trust-Inducing Factors Literature
Sources
Credibility Prior positive experience with the e- Anwar & Greer
learning system or the instructor (2012); Song &
Good reputation of the e-learning Zahedi (2007);
system or the instructor
Design High information and design quality of | Bansal, Zahedi, &
the e-learning system Gefen (2008);
Good accessibility and usability of Nikolaou &
content and tools in the e-learning McKnight (2006);
system Jaeger & Xie
Display of contact details of the (2009);
instructor or the physical entity behind
the e-learning system
Instructor Socio- Assertiveness of the instructor Wooten &
Communicative Responsiveness of the instructor McCroskey

Style

A sense of care and community created
by the instructor

(1996); Curzon-
Hobson (2002);

Privacy &
Security

Disclosure of understandable and
adequate privacy and security policy
statement

Akhter et al.
(2009);
Bansal, Zahedi, &

Gefen (2008);
Raitman et al.
(2005);

e Use of security mechanisms (e.g., the
secure HTTP protocol, encryption,
secured logging system, etc.)

e Compliance with third-party privacy
assurance or standard (e.g., US-EU &
US-Swiss Safe Harbor Frameworks,
IEEE LTSC, etc.)

e Reliable and timely access to the e-
learning system

Methodology

Survey

A Web-based survey was conducted to confirm the proposed framework of
trust-inducing factors. To collect a sample that represents the point of view
from the students, or the users of e-learning, in higher education, the link to the
survey was distributed to students in a four-year university in the U.S. through
various methods, including university listservs, online announcements, and
faculty’s Twitter posts. To encourage participation, twelve $25 Barnes and
Noble Gift Cards were used as incentives given to winners of a random
drawing from the survey respondents. The data collection was anonymous with
respondents’ express consent (by reading the Informed Consent Form and
checking the Consent checkbox to proceed to the next Web page of the
survey). The respondents also understood that their personal information (i.e.,
university email address and ID) would not be linked to their submitted
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answers if they wanted to be included in the prize drawing by entering their
personal information on a separate Web page after completing the survey.

The initial survey was first reviewed by four student counselors and one
language expert for accessing consistency, completeness, and readability. The
objective of this step was to examine the face validity of each item in the
survey. As a result, several items were reworded to improve readability and
clarity.

The resulting survey is described as follows. After the aforementioned
Informed Consent Form, the first section of the survey consisted of four radio-
button groups gathering demographic information on a respondent’s class
level, gender, weekly hours spent on the Internet, and experience with taking
an e-learning course. The second section of the survey included 12 items to
rate, which corresponded to the 12 trust-inducing factors in the proposed
framework. Respondents rated each item using a 10-point Likert-type scale,
which allowed them to select a response indicating the trust-inducing
importance of each factor. The scale anchors ranged from ‘1,” representing that
the factor was ‘not important at all,” to ‘10,” indicating that the factor was
‘extremely important.” The third section consisted of four questions that are
only relevant for students with disabilities. The last section of the survey was a
feedback box providing for comments. As mentioned previously, if the
respondent wanted to be included in the prize drawing, he or she can provide
personal information on a separate Web page following the survey.

Respondents

Although 398 students responded to the Web-based survey, a total of 361
respondents were included in the final analysis; the other 37 students were
eliminated due to incomplete submissions. Among the included respondents,
170 students (47%) were female, and 243 (67%) students reported that they
had taken an e-learning course. Most of them were undergraduate students (n =
221, 61%), and the rest were graduate and doctoral students. The very majority
of the respondents were experienced with the Internet (n = 325, 90% spent
more than 10 hours per week online; n = 216, 60% spent more than 20 hours
per week online).

Statistical Analyses and Results

The data analysis had two parts: (1) validating the proposed framework of
trust-inducing factors and confirming the underlying dimensions; and (2)
evaluating the magnitudes of the ratings across the confirmed dimensions.

Validating the Proposed Framework

As the initial classification of the four dimensions was based on the
author’s informed judgment by applying a semantic grouping of the factors
obtained from the literature, the 12 trust-inducing factors were subjected to a
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confirmatory factor analysis to assess the construct validity and internal
reliability of the constructs. Confirmatory factor analysis (CFA) is a powerful
statistical tool for examining the nature of and relations among latent
constructs, e.g., attitudes, traits, intelligence, clinical disorders (Jackson et al.,
2009). In the current study, it was used to validate the trust-inducing factors
and determine the essential dimensions of the identified factors. Before a CFA
could be applied, however, two tests that indicated the suitability of the data for
structure detection must be ran: The extremely high value (0.908) from the
Kaiser-Meyer-Olkin test, which measures sampling adequacy, indicated that a
factor analysis would be useful with the data. The significant Bartlett’s test (p <
0.001), which examines whether the variables are related, indicated that the
data were suitable for structure detection. Therefore, a CFA was performed.

The principal components analysis was used to analyze the raw matrix of
361 responses with the latent root criterion (eigenvalue = 1). Surprisingly, there
were only two components with eigenvalues greater than 1 (i.e., eigenvalue =
6.65 and eigenvalue = 1.44); these two components accounted for 67% of the
total variance of the data set. The scree test, which showed that there were
some bending points at two components, further verified the number of
dimensions. Based on this initial analysis, the author tried several rotation
methods to determine which factors loaded on each of the two dimensions. The
Varimax rotation method, which best revealed the underlying relationship, was
chosen eventually. As can be read from Table 2, all factor loadings reach the
acceptable level of 0.3 (Nunnally, 1978), with most of them exceeding 0.7.
This means that no factor in the proposed framework should be eliminated
since every item fit into one of the two components (all factor loadings > .30).
The analysis also showed that the items for each component loaded
unambiguously.

The major difference between the analysis result and the proposed model
was the number of dimensions: the 12 factors clustered into two components
rather than four. Closer investigation indicated that the second component
actually included all three factors but the last one in the ‘Privacy and Security’
dimension, and the first component included all the other factors. Thus, the
author named the first component the ‘Course Instruction’ dimension, which
related to different aspects (e.g., reputation, design quality, instructor socio-
communicative style) of the e-learning course, and kept the last component as
the ‘Privacy and Security’ dimension. To examine the internal reliability of
each dimension (i.e., Course Instruction, Privacy and Security), Cronbach’s
alpha was calculated on each dimension, and the alpha coefficients were 0.91
and 0.90, respectively. According to Nunally (1978), an alpha of 0.50 or higher
indicates a sufficient level of internal reliability. Therefore, based on these
results, it may be concluded that these two dimensions represented different
aspects or features of an e-learning course to promote student trust.
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Table 2. Rotated Component Matrix of the Trust-Inducing Factors (N = 361)

Component
Dimensions Features
1 2
C1 — Prior positive experience 515
C2 — Good reputation 733
C3 — High information and design quality .894
Course C4 — Contact details .810
Instruction C5 — Instructor assertiveness 632
C6 — Instructor responsiveness 599
C7 — A sense of care and community .801
C8 - Reliable and timely access .760
P1 — Privacy and security policy statement .835
Prlvacy & P2 — Security mechanisms .897
Security
P3 — Third-party privacy assurance or standard .883

Evaluating Relative Importance of Dimensions
Figure 1. Boxplot of the Median Ratings of the Items within Each Dimension
(the Circles are Outliers)

Ratings

Medians of Ratings

Course Instruction

Factors

Privacy & Security

To investigate the relative magnitudes in ratings among the survey items

that fell within each of the two dimensions, the median rating across those
items was determined for each of the 361 respondents. The median is the
appropriate index of central tendency for ordinal data. Figure 1 presents
boxplots of the medians of those ratings for each of the two dimensions. It
shows that both medians exceed 5, but the median for the Course Instruction
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dimension is higher than that for the Privacy and Security dimension (9 vs. 8).
The results of the Kruskal-Wallis test with pairwise comparisons showed
significant differences between the two dimensions (chi-square = 14.33, df = 1,
p < 0.001). These data suggest that every factor contributed to the value of the
respondents’ evaluations, but the Privacy and Security dimension was rated as
slightly less important than the Course Instruction dimension.

Conclusion

As Web-based course delivery continues to emerge and thrive as a
legitimate alternative to classroom instruction, educational institutions and
online instructors face the challenge of building and sustaining student trust in
e-learning. The present study represents an attempt to address the challenge by
identifying the social and technical factors that can likely induce or influence
students’ perception about the trustworthiness of an e-learning course and
integrating the factors into a socio-technical framework that can be empirically
validated.

The findings of the study are summarized as follows. First, the
confirmatory factor analysis has suggested that two underlying dimensions,
Course Instruction and Privacy and Security, exist among the 12 trust-inducing
factors. Second, although all 12 factors were found to contribute to the
respondents’ perception of the trustworthiness of an e-learning course, the two
identified dimensions differed in terms of their relative importance to inducing
student trust. The Course Instruction dimension was rated about 10% higher
than the Privacy and Security dimension. This suggests that the social and
course design factors (e.g., reputation, design quality, instructor socio-
communicative style), when used effectively, can help overcome students’
privacy and security concerns for an e-learning course.

The present study makes at least two important contributions to the field.
First, the study identifies 12 trust-inducing factors from the literature and
provides empirical evidence and indicative support for their importance in
affecting students’ trust in e-learning. Second, the study extends the
confirmatory factor analysis (CFA) to a new application area of trust
evaluation in e-learning. While the e-learning evaluation has been traditionally
limited to the evaluation of teaching effectiveness, CFA offers an accessible
analysis method for researchers to investigate and promote e-learning from a
unique angle.

One line of future research is in relation to the additional factors that could
be continuously added to the socio-technical framework. For example, Sousa et
al. (2006) have identified that the inclusion of a face-to-face opportunity could
help foster trust in online relationships. Future research may also explore the
intersection of e-learning and disability, especially investigating how to
establish a trustworthy e-learning environment for students with disabilities,
and ultimately improving the online learning experience of students with a
wide variety of barriers.
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