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DEFINING THE REMOTE ACCESS

® Remote Access in simple language is the ability
to access a computer / server remotely through
a network connection.

® The users have leverage to work remotely away
from the institution/ office while retaining
access to a distant computer or network.

® Remote Access can be applicable for Local Area
Networks (LANs), Wide Area Network (WANs) and
Virtual Private Networks (VPN)




REMOTE ACCESS

Remote access refers to:

= Connection to a data-processing system from a
remote location, for example through a virtual
private network or remote desktop application

= Remote desktop software, refers to a software or
an  operating system  feature enabling
applications to be run remotely on a server while
being graphically accessible locally.




REMOTE ACCESS CONTROL METHODS

@ Direct (Physical) Line: Through the direct line control can be
implemented between a computer and institution LAN. Similar line can
be used to connect a home LAN and a institution LAN. This network is
faster but is more expensive and have high maintenance. The network
has routing limitations due to structure of rooting from point to point.

@ Virtual Private Networks: VPN connects to remote site through the
internet with encryption and tunneling techniques to access the
institution network. VPN is generally used in small organizations.

@ Microsoft Remote Desktop Services (RDS): Remote controlled Access
using RDS can be used to access the remote computer/ server on the
local machine. Some other solutions like Citrix Virtual Apps, VMware,
Parallels Remote Application Server (RAS) can be used through the web
browser for clientless access.

@ Other methods include Integrated Service Digital Network, Wireless
Network, DSL- Digital Subscriber Line, Cable Modem etc.

Reference: Vissarion Yfantis, What Is Remote Access Control? | | Parallels Has the Answer,
September 25, 2018. Available at https://www.parallels.com/blogs/ras/remote-access-control/



https://www.parallels.com/blogs/ras/author/vyfantisparallels-com/
https://www.parallels.com/blogs/ras/remote-access-control/

REMOTE ACCESS PROTOCOLS

@ POINT-TO-POINT PROTOCOL (PPP)
@ RADIUS (Remote Authentication Dial-In User Service)

® TACACS+ (Terminal Access Controller Access Control
System+)

@ VPN (Virtual Private Network) & Tunneling

@ PPTP (Point to Point Tunneling Protocol)

@ L2TP (Layer Two Tunneling Protocol)

@ IPSec (Internet Protocol Security)

@ SSH (Secure SHell)

@ IEEE 802.1x -collection of wireless protocols

Source: Stewart, James M. Security+ fast pass. John Wiley & Sons, 2006.




RULES FOR REMOTE ACCESS

@ NEVER share logon credentials with anyone.

(: ! l - | ! 3 www.simplenomics.com

® Use strong and memorable passwords.
0 www.passwordmeter.com




RULES FOR REMOTE ACCESS

® Do not use public devices like Kiosks, Web
cafes, Coffee shops (Not pOSSlble at this tlme
of Pandemic) ~ —

https:/ /www.theinfatuation.com/new-york/guides/coffee-shops-that-serve-great-food

® Preferably use only institution email for
remote access.

()

www. thinkprogress.org




RULES FOR REMOTE ACCESS

® Implement anti-virus and anti-spyware and
Run them contmuously, update it regularly
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® Ensure user is connected to one network at a
time. No split-tunneling or dual homing

Combine Multiple Internet Connections
(WIFI/LAN/3G/4G)
On Single Computer
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Image source: http://i.ytimg.com/vi/Eu3GHylu31U/hqdefault.jpg t&




RULES FOR REMOTE ACCESS

® Only use “administrator” profile to update
profile or make system changes.

ah

https://icon-library.net/images/administrator-icon/administrator-icon-19.jpg




A PROXY SERVER

A proxy server is a computer or an application level gateway between client
workstation and the server or other system.

When user request a web page, the proxy server receives and processes the
request as an intermediate.

After the web page or the file access is received from the Internet, the proxy
server sends the file over to client computer.

For the user or client, the proxy server is invisible.

Proxy server associates with the firewall, blocking incoming network
requests from the Internet making difficult for the hackers to get internal
addresses and details of private network.

ttp://www.postcastserver.com/help/Images/proxyfirewall.gif

> |m

Source:

The proxy might be part of the firewall or can be separate, based on the network




EZPROXY

@ EZproxy is a adaptable middleware program that provides access to library's
licensed or subscribed content for accessing remotely.

@ It operates as an intermediary server between library users and library subscribed
licensed databases.

@ Library Remote Users connect to EZproxy, then Ezproxy connects on their behalf to
subscribed licensed databases to obtain web pages and send them back to end
users.

@ EZproxy runs on a machine or server on network, so database vendor sees the
requests as originating from an authentic IP address of library/institutuion network,
thus database/ publisher website permits access.

@ Example- ezproxy.yourlib.org is EZproxy server and that subscribes to somedb.com.
For making this database available, it requires to edit config.txt and adding these
lines: (config.txt/ezproxy.cfg)

= Title Some Database
= URL http://somedb.com/search/
= Domain somedb.com

Source: https://www.oclc.org/content/dam/support/ezproxy/documentation/pdf/ezproxy_getstarted.pdf




URL REWRITING PROXY

@ URL rewriting proxy servers don't require any specific browser
configuration. These proxy servers or Ezproxy change’s the URLs of the
web pages so that requests for web pages from subscribed licensed e-
resources are routed back to the proxy server, providing authentic users
with remote access to e-resources of the library.

& It operates as an liaison or intermediary server connecting users and
subscribed licensed e-resources. Users connect to the proxy, then the
proxy connects on their behalf to subscribed publisher e-resources to
obtain specific web pages and sends the web pages back to the end-users.

@ While the proxy server runs on a machine on the institution library’s
network, the publisher or vendor perceives the requests as coming from
an IP address at the institution library.

@ EZproxy from OCLC Incorporation and IlII-WAM proxy from Innovative
Interfaces Incorporation are two of the most popular rewriting proxy
products avaiable in the market.

Source: https://help.oclc.org/Library_Management/EZproxy/Get_started/About_URL_rewriting
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OPEN ATHENS

Open Athens stems from 1995 at the University of Bath, UK. The first
manifestation of product was developed for the requirement of
controlled access to online resources, funded for UK Higher
Education by Jisc.

In 1999 Eduserv turned into an autonomous non profit driven
association.

In 2000 the UK NHS invested in the product. In 2006 Open Athens
reached two million end-users.

In 2019, our parent company Eduserv merged with Jisc and has more
than 4 million end users.

Over 2,600 organizations are using Open Athens software, equating
to a worldwide network of millions of end-users.

Source: https://openathens.org/about-us/




OPEN ATHENS PRODUCTS

OpenAthens MD (Managed Directory)

OpenAthens LA (Local Authentication)

OpenAthens SP (Service Provider)

OpenAthens Federation

OpenAthens Wayfinder

OpenAthens Keystone

Third party applications

Hosted service for the creation and management of user identities and
privileges for single-sign-on access to e-resources.

A standards-compliant software platform that empowers secure access
to either internal and/or external electronic resources and provides to
host own SAML Identity Provider (IdP)

Present world standards-compliant benchmark software platform that
facilitates to provide and manage secure access to your online e-
resources.

A framework or system that supports the swapping of information
between identity providers and service providers using SAML (can also
be used by Shibboleth identity providers and other service providers).

A free to use service for organisation discovery over multiple
federations. It is a universal discovery service, it is not limited to
single federation.

Middleware to effortlessly associate or connect OpenID Connect to
SAML federations.

Connecting to additional applications like Moodle or ADFS

Source: https://docs.openathens.net/display/public/home/OpenAthens+Documentation




OPEN ATHENS
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INSTITUTIONS IN INDIA HAVING ATHENS
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NEW ACCOUNT WIZARD @ ATHENS
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RESOURCE STATISTICS @ ATHENS
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RESOURCE MANAGEMENT CENTRE
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WHAT IS VIRTUAL PRIVATE NETWORKY?

@ A private network that uses a public network or internet
using tunneling protocol to connect remote sites or users
together.

@ Rather than utilizing a devoted, dedicated, real-world
connection such as leased line, a VPN uses “virtual”
connections directed through the Internet from the private
network to the remote site or users or clients.
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Image source: https://www.cisco.com/c/dam/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/14106-how-vpn-works-01.gif

Source: https://computer.howstuffworks.com/vpn.htm



WHAT MAKES A VPN?

> A well-designhed VPN can greatly benefit a
organization and library.

Broaden geographic connectivity

Improve security

Shrink operational costs versus conventional WAN

Reduce transit time and transportation costs for remote
clients

= Telecommuter assistance

> Accommodate more users and different locations
much easier than a leased line.




O

TUNNELLING

® Tunneling is a protocol that allows to place an
entire packet within another packet securely
from one network to another network.

® The protocol of the outer packet is understood
by the network and allows the private network
communication sent across the public network

such as internet through encapsulation
process.

® VPN software uses an IP-in-IP tunnel.

@ Encrypting the entire datagram and place the
result inside another datagram.

Source: https://www.techopedia.com/definition/5402/tunneling




THE KEY FUNCTIONS WHICH MAKE VPN
TECHNOLOGIES SECURE :

> Authentication - Use of trusted source forthe
communication

> Access Control - Controlling the network access
to unauthorized users and clients

> Confidentiality - Data protection through
controlling the access or copying of data as it
travels across the public network

> Data integrity - Ensuring the protection over data
tampering as it travels across the public network

Source: http://www.tangerine.co.ke/pageid.php?main=14



COMPLICATIONS IN VPN

® Additional software for secure
connections. Need to install new software to
establish the connection.

@ Operating system restrictions. The need
for a specific OS depends on the client
software.

@ Complex configuration. The VPN needs to be
configured and appoint an account for each
user.




SCREENSHOT
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SHIBBOLETH
ORIGIN AND @@NS@RW@M

The Origin

- Internet2 in the US launched the
open source project

The name
- Word Shibboleth was used to

identify members of a group INTERNE J I S (
The standard

- Based on Security Assertion
Markup Language (SAML)

The Consortium
- The new home for Shibboleth development SW I T C H

Serving Swiss Universities

collect financial contributions
from deployers worldwide

Source: http://shibboleth.net
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WHAT IS SHIBBOLETH?

@ Technically it’s a project group, like Apache or Eclipse, whose
core team maintains a set of software components

@ Most people think of it as the set of software components
= OpenSAML C++ and Java libraries
= Shibboleth ldentity Provider (IdP)
= Shibboleth Service Provider (SP)
= Shibboleth Discovery Service (DS)
= Shibboleth Metadata Aggregator (MA)

Shibboleth

@ Taken together these components make up a federated identity
management (FIM) platform.

@ Shibboleth is a multi-protocol platform that enforces a consistent
set of policies.

Source: https://www.switch.ch/aai/support/presentations/sp-training-2014/T2-2-Introduction-Shibboleth. pdf
36



https://www.switch.ch/aai/support/presentations/sp-training-2014/T2-2-Introduction-Shibboleth.pdf

THE COMPONENTS

anywhere

@service
organization

@ home
organization

S—

Authentication
System

Discovery
Service

Identity
Provider

Service
User Provider
Information

Source: http://shibboleth.net
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SHIBBOLETH CONSORTIUM

@ The Shibboleth Consortium is the “body which ensures the
ongoing development, support and maintenance of the
Shibboleth software. It 1s comprised of Members who
contribute financially at varying levels depending on size and
type of organisation. Jisc, as well as being a Member, are the
Operator of the Consortium, responsible for its day-to-day
management” (https://www.shibboleth.net/consortium/).

@ Shibboleth Internet2 ”middleware initiative created
an architecture and open-source implementation for identity
management and federated identity-
based authentication and authorization (or access control)
infrastructure based on Security Assertion Markup
Language (SAML)”.

Source: https://en.wikipedia.org/wiki/Shibboleth_(Shibboleth_Consortium)




SAML

® SAML, or Security Assertion Markup Language, is an XML-based
framework  for communicating user  authentication,
entitlement, and attribute information.

® SAML defines three roles:
@ the principal (typically a user),
@ the identity provider (IDP),
@ and the service provider (SP).

® SAML does not specify the method of authentication at the IDP;
it may require username and password, or another form of
authentication, including multi-factor authentication (MFA)

Source: http://shibboleth.net




SAML COMPONENTS

@ Assertions - An assertion is a package of information that supplies
one or more statements made by a SAML authority. It has three
kinds of assertion statements that can be build by a SAML authority:

@ Authentication assertions are used to make people prove their
identities. This kind of statement is typically generated by the
SAML identity provider (IDP).

@ Attribute assertions are used to supply specific information
about the individual, for example email or mobile, phone
number etc.

@ Authorization decisions determine whether the specified
subject has been granted or denied permission to access the
specified resource.

Contd..




SAML COMPONENTS

@ For single sign-on (SSO), a typical SAML assertion will contain a
single authentication statement and possibly a single attribute
statement. A SAML response could contain multiple assertions,
although its more typical to have a single assertion within a
response.

@ Protocol - This defines the way that SAML asks for and gets
assertions, for example, using SOAP over HTTP.

@ Binding - This details exactly how SAML message exchanges
are mapped into SOAP exchanges.

@ Profile - A SAML profile describes in detail how SAML
assertions, protocols, and bindings combine to support a
defined use case. The most important SAML profile is the
Web Browser SSO Profile.

Source: https://www.gluu.org/resources/documents/articles/how-does-saml-work-idps-sps/




USES OF SAML

@ User passwords never cross the firewall.

@Web applications with no passwords are
virtually impossible to hack

®SAML SSO provides access to Web apps for
users outside of the firewall as “SP-initiated”

® Centralized federation provides a single point
of Web application access, control and
auditing, which has security, risk and
compliance benefits.

@®Provide an enterprise-wide, architecturally
sound Internet SSO solution.

Source: https://www.gluu.org/resources/documents/articles/how-does-saml-work-idps-sps/



https://www.gluu.org/resources/documents/articles/how-does-saml-work-idps-sps/

SHIBBOLETH HISTORY

® The Shibboleth project grew out of Internet2. Today, the project is
managed by the Shibboleth Consortium. Two of the most popular
software components managed by the Shibboleth Consortium are the
Shibboleth Identity Provider and the Shibboleth Service Provider, both
of which are implementations of SAML.

@ The Shibboleth project was started in 2000 to facilitate the sharing of
resources between organizations with incompatible authentication and
authorization infrastructures. After development and testing,
Shibboleth IdP 1.0 was released in July 2003. This was followed by the
release of Shibboleth IdP 1.3 in August 2005

@ Version 2.0 of the Shibboleth software was a major upgrade released in
March 2008. It included both IdP and SP components, but, more
importantly, Shibboleth 2.0 supported SAML 2.0. The Shibboleth 2.x
software has reached its End of Life and is no longer supported.

@ Version 3.0 of the Shibboleth software is a upgrade released in 2015.
This version has easier Ul and login customization, error handling,
simpler clustering, attribute release consent, easier handling of vendor
quirks, much improved update process, CAS protocol support.

Source: https://www.sans.org/reading-room/whitepapers/authentication/implementing-shibboleth-sso-infrastructure-35607




SHIBBOLETH IDENTITY PROVIDER

® The Identity Provider provides Web Single Sign-On
capabilities, authenticating users and supplying data to
services, extending their reach beyond a single
organization. It also :

® Accept a SAML authentication request from the Service
Provider a user wants to access;

@ Authenticate the wuser against your organization’s
existing authentication store(s);

@ Collect user data from your organization’s existing
data store(s);

@ Apply policy to control what data is released to which
Service Provider;

® Securely transmit the collected information to the
Service Provider.

Source: https://www.shibboleth.net/products/identity-provider/




SHIBBOLETH IDENTITY PROVIDER KEY FEATURES

® OQOut-of-the-box support for LDAP, Kerberos, JAAS, X.509, SPNEGO, Duo
Security, and container-based authentication systems.

® QOut-of-the-box support for reading user data from arbitrarily-
structured LDAP directories and relational databases and performing
simple or complex transformations on the acquired data.

@ Fine-grained control over the data to release to a relying party system.

@ Excellent scaling, both in performance and manageability - a single
instance can handle millions of authentication requests per day and
can communicate with thousands of service providers.

@ Out-of-the-box high availability via client-side state management, plus
additional options for database or memcache state.

® Works with any compliant SAML 1.1 and 2.0 Service Provider
implementation.

Supports the CAS 2 SSO protocol and some additional extensions.

@ Extensive and carefully-managed APIs to allow the software to be
extended to support custom scenarios.

®

Source: https://www.shibboleth.net/products/identity-provider/



SHIBBOLETH @@MP@NENTSO

perating System

- mod Shlb A C++ web server (Apache/llS) module

- shibd: A C++ daemon - keeps state when web server
processes die

- What does it do?

- Optionally initiates the request for authentication and
attributes

- Processes incoming authentication and attribute
information

- Optionally evaluates content access control rules

Source: https://www. switch.ch/aai/support/prese4rgtations/installfest-2009/D1 -P4-ShibIntro. pdf



SHIBBOLETH COMPONENTS:
DISCOVERY SERVICE
- What is it?
- A Java Servlet (2.4) web application

- What does it do?
- Asks the user to select their home organization

from a list e
R e H )|

Source: https://www. switch.ch/aai/support/prese4gtations/installfest-2009/D1 -P4-ShibIntro. pdf



SCREENSHOT OF SRHIBBOLETH
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INFED THROUGH INFLIBNET

@ INFLIBNET Access Management Federation (INFED) has adopted
Shibboleth, a standard-based open source software, for authenticating
authorized users from institutions and provide them seamless access to e-
resources from anywhere, anytime.

@ The goal of the INFED is to allow users to access internal and external
resources seamlessly using a single, institutionally controlled identity.
This would not only allow authorized users to access e-resources from
anywhere, anytime but would also circumvent the requirement of
maintaining multiple passwords for multiple resources in multiple
domains.

@ INFLIBNET is supporting to install:
= |dP Installation -
= SP Installation- Service Providers (publishers)

= Hosting Services - server space and installation and configuration to the institution and
libraries (Available at http://parichay.inflibnet.ac.in/)

Source:INFLIBNET - INFED http://infed.inflibnet.ac.in/about.php
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DIFFERENCE BETWEEN SHIBBOLETH
AND OPEN ATHENS

® Shibboleth is an extension of SAML which
provides a single sign-on infrastructure and
reference implementation. It is not a product
and therefore no support service is available
with the code.

® OpenAthens provides a suite of supported
software and services which allow publishers

and institutions to connect to each other via
SAML/Shibboleth.




RemoteXs

® RemoteXc? hﬁs an abilit]y 0 p,rovide,secu[’)ed acces% to
scattered e es%ur es of the 'ipstitution, rnglgg them
UB eI’( one,  umbrella, %long with subscribed ‘eJournals,
eBooks and all other eContent, that too anytime ..from
anywhere.

@ It is a cloud-based service model which enables Bro ressive
libraries in creating their own Digital Library Portal with
facilities to reach their target audiences in efficient
manner

® RemoteXs harnesses simplicity, strength and security of

Drupal CMS with enhanced automated monitoring of the
users.

® The software is Trusted by 600+ Institutions across 3
continents to provide single window access to their digital
resources.

@ Remote Xs allows Hosting services, Data Backup services ,
Mail server hosting services and Resource portal theme design

Source:https://www.remotexs.co/



FEATURES OF RemoteXs

® Management dashboard- Provides a scapshot of activities on a
single screen

@ Secure and Dependable - embrace and drive change in industry
and allows to keep our clients relevant.

@ Reporting module for decision making -MIS Reports generated by
RemoteXs can very well help in optimizing budget allocations
towards eResources and eSubscriptions

@ Integrated eMail services -Allows administrator to easily send
system generated email messages

@ Flexible -User category-based resource grouping and access to
resources

@ Responsive multimedia capability to provide SDI services -
Libraries and Publishers can classify content to increase resource
usage by displaying videos, presentations, images, articles,
documents relevant for special user categories

Source:https://www.remotexs.co/



SCREENSHOT OF RemoteXs
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RULES FOR REMOTE ACCESS

® Remote access is strictly personal and should only be
used for personal study or research purposes.

® The commercial use of data, the systematic download of
large amounts of data (including entire books or
journals) as well as the systematic storage of data are
strictly forbidden.

® Pass of user ID and password (pin code) to others is
strictly forbidden and to use remote access in
connection with another workplace.

@ If the library or the data supplier discovers any misuse,
remote access account of user will be closed.

@ All traffic relating to remote access is logged by both
the data supplier and by the library.

Ref: Remote access to e-resources, Statsbiblioteket, The State and University Librar
http://en.statsbiblioteket.dk/practical-information/remote-access-to-eresources




MANDATORY ACCEPTANCE OF TERMS FOR USE OF
REMOTE ACCESS

@ In compliance with the permissible limits of the Copyright Ordinance, users may
display, download or print limited copies of citations, abstracts, full-text or
portions from e-Books and e-Databases solely for the purposes of research or
private study.

@ Under no circumstances should the e-Books and e-Databases or any of the content
therein be redistributed to another person or be used, duplicated or altered for
commercial purpose.

@ The entire content of the e-Books and e-Databases is protected by copyright of the
providers or the publishers. User should not remove, cancel or alter any copyright
or other proprietary notices contained in the Content.

@ According to the license agreement, users may not download, copy, burn, capture,
transmit, rent, sell, re-stream or modify any materials from the e-Books and e-
Databases, or create derivative works based on materials from the e-Books and e-
Databases.

@ Users are reminded that they will be held fully responsible for any legal
consequences arising from copyright infringement.

Ref: Hongkong Public Libraries, eLibrary Curriculum Edition (CE) http://www.hkpl.gov.hk/en/e-resources/e-
databases/disclaimer/8369/elibrary-curriculum-edition-ce




SUGGESTIONS

®

Provide 24X7 or atleast 12X7 support service to your users by way
of implementing Open a Ticket of Live Chat

If your organisation or library does not have remote technology
implemented at present then publishers are support in with
Organization Access Numbers and Referring URL

You can create a subject- or research-group-specific page,
providing direct access to enriched links and other helpful
content.

Help/ Assist the users with tracking the illegal use of robots or
intelligent agents to do systematic, bulk or automatic
downloading.




CONCLUSION

® Technology to access materials remotely has gone from
document delivery via snail mail to documents received
electronically.

@ No longer do users have to come into the library to find
articles in scholarly journals, magazines, and
newspapers.

® Books are not always available electronically, but users
can search the library’s online catalog to find print and
e-books without going to the library.

® The technologies authenticate users through a password.
Once they are authenticated they can access the library
collections for their research

Ref: Technology for Remote Access, Chapter-6, 1Gl Global, 2012, DOI: 10.4018/978-
1-4666-0234-2.ch006, http://www.irma-international.org/viewtitle/63986/




