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high complexity, multi-stakeholder involvement and a high level of regulation. Due to
characteristics and the influence of societal aspects, it is extremely difficult to evaluate the
developments and applications of emerging security technologies. This is why only a
number of studies have addressed this issue so far and empirical insights into these aspe
still scarce. Our paper addresses this research gap by applying scenarios to consider di
societal aspects and their impacts on emerging security technologies and their applications
on quantitative and qualitative data and are used as the evaluation background for em
security technologies. The results show that this approach is suitable to consider technologi
non-technological drivers and barriers, and to derive measures and recommendations. The
contributes to research on technology innovation systems from a challenge-oriented
perspective and gives new impulses for future research, especially in the field of civil secu
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Civil security is a central topic in security policy progra
and for domesticstrategies. At European level, the “EU In
Security Strategy in Action” (European Commission, 2
addresses the following identified key challenges to the se
of the European Union: serious organized crime, terr
cybercrime, border security, and themanagement of natur
man-madedisasters. Today, civil security is an essential asp
European security policy since hazards, threats, and ri
heterogeneous origins are transferred into the same risk co
Furthermore, the issue of security research as an element
grand societal challenges also plays an important rolewith
European Framework Programme for Research and Innov
HORIZON 2020 (European Commission, 2014). At the mo
there is still some concern that European security re
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way to not only address the grand challenges of the futu
also consider such evolving concerns.

Civil security technologies are generally characteriz
high complexity, multi-stakeholder involvement, and a
level of regulation. Due to these characteristics and the infl
of societal aspects, evaluating the future development
applications of emerging security technologies is a difficu
complex process. Existing methods of technology eval
have two major weaknesses: they tend to focus on techn
or user aspects rather than on analysing the problem
integrated way and are often not future-oriented in a long
frame, but only analyse the current situation. A for
approach based on a systemic innovation understandin
the integration of heterogeneous aspects like ethics, the m
situation, or the level of European integration could add f
value (Dosi et al., 1988; Edquist, 2005; Lundvall, 1986
evaluation process should consider technical details as w
the demand originating from society and the expect
concerning technologies. Especiallywhere security techno
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are involved and, for example, the development of security
measures, societal needs and concerns are of the highest
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2. Framework: foresight and evaluating
emerging technologies
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relevance since the technologies might be rejected othe
A systemic approach that encompasses diverse aspe
suitable in the context of the evolving concept of securit
preventive security policy (Bierwisch et al., 2012). These a
include, for instance, demand and social aspects, politic
framework conditions, industrial systems and infrastruc
the education and research system and their dynamics.

We chose the scenario approach combinedwith quant
methods like patent and publication analyses as well as m
studies to meet the challenges listed, derive actions and
upon emerging technologies in the light of different future
methodological approach used in this paper was prim
developed within the European research project ETCETER
this project, global security scenarios provide the bas
evaluating the development and application potent
emerging security technologies. Each of the developed sce
postulates a possible and realistic future situation rega
the global and specific key factors of the developmen
application of security technologies. For example, so
changes, the attitude in society towards technologies, m
developments, global dynamics, civil security, European p
and current trends in different fields of technology were
into account. This means the approach focuses not only o
technical feasibility of new technologies; it also inte
different stakeholder perspectives by considering ethica
societal concerns at the early stage of technology researc
development. This kind of evaluation allows holistic integ
of qualitative criteria, quantitative data, interdependencie
different stakeholder perspectives. Ultimately, this for
methodology has the potential to support different stakeh
in policymaking, especially regarding critical topics tha
determine and influence the future of societies.

The purpose of this paper is to illustrate how for
methods, particularly the scenario technique, can be us
the evaluation of emerging civil security technologies
objective of this paper is therefore to outline how the tec
and non-technical drivers for and barriers to these se
technologies can be identified at an early stage of techn
development. Their impact on the future developmen
application potential of these technologies is also disc
The specific research focus is on whether and if so how so
needs and concerns regarding technologies and their ap
tions can be identified, addressed and taken into account
early stage of the technology development process.

The paper starts by outlining themethodological backg
and briefly describing the core elements of foresight an
scenario technique. This is followed by the description
security framework and specific aspects concerning em
security technologies and the security market. The third s
is devoted to the methodological approach as used i
ETCETERA project for the assessment of emerging se
technologies using global scenarios as a systemic eval
background. Based on this, examples of the results are pres
and discussed in the fourth section. The paper concludes
summary of the key messages.

1 ETCETERA—Evaluation of Critical and Emerging Technologies

ard to
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Elaboration of a Security Research Agenda, FP7 co-funded project Contrac
No. 261512.
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The consideration of user aspects and societal need
crucial elementwhen evaluating technologies. According
main perspectives of innovation (processes), a balanced v
both technology push and market pull is an essential fac
the success of a technology (e.g. Di Stefano et al., 2012;M
and Rosenberg, 1979; von Hippel, 1976). Currently
technology development side within technology evalu
tends to focus on technological aspects, cost optimizatio
saving potentials. On the user side, there has been an up
over the past decades in the techniques used for ana
acceptance (e.g. Davis, 1985, 1989; Lin, 2003). Here,
different aspects like usability, privacy issues or health con
are considered. But these techniques have two main l
tions: First, their results focus mainly on a buy or use de
and second, they lack long-term future orientation. The la
important when assessing the application and develop
potential of emerging technologies. Another specific aspe
the selection of the evaluation approach is the nature
security technology and the security industry field as
tioned above. A systemic approach is suitable for the sp
challenges associated with security technologies. This i
we decided to use a foresight approach that combine
integration of technical and non-technical aspects, a long
horizon, and the systemic analysis perspective.

Our approach is described in more detail in the nex
sections. Section 2.1 introduces foresight principles an
scenario method and Section 2.2 addresses the speci
associated with security technologies.

2.1. Foresight and the scenario technique

For this work, the technology foresight concept (e.g. M
1995; Martin and Johnston, 1999; Miles, 2010) is nec
because of the research focus in this paper—evaluating em
technologies regarding their future development and appli
potential to enhance the European securitymarket aswell
resilience of society. The technology foresight approach a
in the ETCETERA project is based mainly on the sc
technique, one of several foresight methods (e.g. Burt,
Postma and Liebl, 2005; Schomaker, 1995).

Foresight is defined in many different ways. One su
definition for the purpose of our paper is the following:

„[…] foresight is the process of developing a range of vi
possible ways in which the future could develop
understanding these sufficiently well to be able to decide
decisions can be taken today to create the best p
tomorrow.” (Horton, 1999, pp. 5)

Horton emphasizes the necessity of thinking in dif
possible futures in order to adapt to possible future dev
ments by appropriate decision making in the present. W
that foresight is a process that supports the exchan
information and discussion about technologies with
relevance for the whole of society by involving stakeho
This method can lead to a common understanding o
concerns and needs of different perspectives with reg
emerging technologies. Furthermore, foresight can in

e
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advice and recommendations for innovation policy activities
and policy planning.
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evaluation background for emerging security technologies. As
the ETCETERA project had a specific focus on security technol-
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In terms of technology-oriented foresight activitie
programmes, technology foresight is one type of for
activity. Technology foresight is defined as

“[…] the process involved in systematically attempting t
into the longer-term future of science, technology, the eco
and society with the aim of identifying the areas of str
research and the emerging generic technologies likely t
the greatest economic and social benefits.” (Martin
Johnston, 1999, pp. 50).

So its main objective is to identify technologies with
potential/benefits for the future. This is of special in
regarding security technologies that often trigger hete
neous problems and concerns among different actor
attempt is also made to systematically assess

“[…] scientific and technological developments which
have a strong impact on industrial competitiveness, w
creation and quality of life.” (Georghiou, 1996, p. 359)

Therefore, technology foresight at a national level is see
strategic policy instrument used to generate an enh
understanding of possible scientific and technological de
ments and their impacts on the economy and societ
example, this instrument canhelp to design suitable scien
technology policies, align research and developmentwith
needs and systemically develop long-term innovation sy
(Salo and Cuhls, 2003). Both technology push and deman
can be considered in technology foresight approaches an
part of the process applied in this work.

When dealing with technology foresight, a wide ra
methods can be used like the Delphi method, publicatio
patent analysis, and roadmapping (Cuhls, 2008, pp. 12–1
this case, we identified the scenario technique as suitab
implementing the outlined objectives like bringing tog
technological and non-technological drivers and barrie
considering societal challenges and stakeholder needs. S
ios are not a tool to be used for making predictions abo
future, but to show how the future might develop and e
As such, scenarios are descriptions of possible, divers
plausible futures. Thinking of possible future events help
prepared if they occur. To compile those future pictu
complex system of influencing factors is developed and
different dimensions are integrated (Wilms, 2006, p. 39f

Hence, scenario thinking is based on two main prin
multiple futures and network thinking (e.g. Gausemeie
Stollt, 2008, p. 50). On the one hand, the aspect of m
futures allows different development possibilities for the f
This takes into account that the future is not exactly predi
On the other hand, the future is described in complex pic
so it is not sufficient to describe the environment as a s
system. Instead, it is necessary to take a systemic view in
future through networked thinking (Gausemeier and
2008). The scenario method allows any desired scope to
Scenarios can be used for a specific contextwithin an ente
for a region, state or even a global context, as was the case
ETCETERA project (e.g. Godet et al., 1994; Graf, 2000, p
34). These global scenarios that cover various aspec
perspectives of different stakeholder are used here as a sys
d
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ogies, it was agreed to speak of ‘global security scenarios’ f
methodological process applied here. In this sense,
security scenarios focus on the surrounding factors whic
have a direct or indirect influence on the future develop
and application of security technologies.

2.2. Characteristics of emerging security technologies—eco
political and societal aspects

As mentioned previously, the specific characterist
emerging security technologies (particularly multi-stakeh
involvement, high complexity, a high level of regulatio
certification and the influence of societal aspects) m
extremely difficult to assess their future developmen
application potential. This section briefly describes the c
teristics of security technologies and the securitymarket a
as the relevant framework conditions like societal requirem
These aspects are relevant for developing the methodo
approach and for showing the circumstances and interacti
elements within an innovation (technology) system.

At a European level, the Internal Security Strategy add
the identified key challenges for the security of the Eur
Union: serious organized crime, terrorism, cybercrime, b
security, and the management of natural and man
disasters (European Commission, 2010a). Today, civil se
is an essential aspect of the European security policy
hazards, threats, and risks of heterogeneous origin
transferred into the same risk context. For example, for th
time, civil security research forms a separate topic within t
EU Research Framework Programme. The objective o
research programme is to develop new technologies and su
accompanying measures to more effectively protect Europ
its citizens from the threats andhazardsmentioned above.
same time, the programme aims to strengthen the compe
ness of European companies and the security industry.

The growing importance of security technologies, pro
and services is due to the fact that the concept of securi
undergone a fundamental change over the last few
(Hough, 2004). It has evolved from its original applicatio
military context to civil security that increasingly inte
safety aspects. Because of the changing concept of se
qualitative and quantitative changes can be observed o
market level of security technologies (e. g. Bierwisch
2012; Buzan and Weaver, 2009; Christou et al., 2010;
2011). There is a growing significance of the analysis of se
technologies and systems and their cross-cutting function
example, energy and transport networks, internet and co
nications, food and water supply, and health care are view
fundamental fields of security. Therefore, security techno
are characterized by their cross-cutting nature and comp
For instance, potential products and services are produced
the help of basic technologies like information and com
cation technologies, nanotechnology, optical techno
sensors and biotechnology. This complexity is also reflec
the demand and supply sides. Besides economic sectors li
automotive industry, engineering, banking and insuranc
the customer structure of the security market is also char
ized by a significant share of government institutions and
policymakers (for further examples see, e. g. Bierwisch



2012). Last but not least, thedemand for security technologies is
often established by legislative requirements (BMWi, 2010).
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Consequently, cross-institutional decision making pro
and the involvement of different actors are major chal
in the security market.

Over the last years, Europe has developed its own se
market and civil security has become more important
policy and funding. According to the Security Industrial
of the European Commission (2012a), the security indu
seen as a sector that will grow significantly in the nex
years and will provide more jobs. Specific features o
current security market include its high fragmentation
one of its main problems), the fact that it is an institu
market to a high degree, and its social relevance, be
security is now viewed as a human need that has to be sa
most urgently (European Commission, 2010b, p. 27)
market uptake of a technology is also difficult to p
because of the gap between research and the potential m
Within the next few years, greater harmonization and
dardizationwill be needed to solve the fragmentation pro
the first examples include airport screening equipmen
alarm systems (European Commission, 2012a, 2012b).

Finally, it is also an objective of the European Commiss
integrate societal issues and concerns into technology de
ment at an early stage in order to reduce problemswith pr
take-up and lead to a more efficient use of R&D invest
(European Commission, 2012a). Concepts discussed in
context are, for example, “responsible research and innov
or the specific “privacy by design” and “privacy by de
(Cavoukian, 2009; von Schomberg, 2011). This is due
special characteristic of security research and technologies—
societal depth of penetration. Emerging security techno
have the potential to cause changes and shifts in
structures, for example, through new forms of governmen
social control (Hirsch, 2008). Therefore, the fast techno
innovations in this field and the associated social transform
processes result in new challenges that have an impact o
development and application potential of technologies. Fu
more, existing research findings illustrate that similar
challenges are perceived differently in different context
same so-called threats and hazards like climate ch
economic crisis, and terrorism may be discussed and ha
quite differently. For example, integrating security measu
different countries at a specific location like the security sc
at airports has different impacts on social demand
acceptance (Nagenborg, 2005, 190ff.). It would be misle
to presume technological determinism when security te
ogies are considered as satisfiers for security needs. Se
technologies neither evolve autonomously nor shape soci
they are the means to the specific end of security. As Nage
(2005, 2009) says, the legitimate use of a security technolo
particular place does not imply anything about its use elsew
and to quote Lowrance (2010), “[…] developing technolo
by no means value-neutral […]”.

In short, when evaluating security technologies
especially the emerging ones, some specific points need s
consideration. Firstly, security technologies have the pot
to cause more problems than other technologies, especi
regard to policy, legislation, and society. This is due to th
that security technologies address or affect basic needs
may also have the status of being a human right that has
s
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security technologies on the supply side and the heteroge
community on the demand side. Thirdly, other aspe
security technologies concern the market fragmentatio
the identified gap between research and the market.

3. Systemic evaluation of emerging civil
security technologies

The development paths and proper fields of applicati
usually unknown for emerging technologies and are the
an ideal field for foresight activities since they in
uncertainties and different problems and challenges
decision in favour of such a methodological approach i
supported by foresight's possibilities to integrate influe
factors from different dimensions and to consider dif
stakeholder perspectives at the same time. By using fore
the challenges of emerging security technologies ca
identified and addressed at an early stage of the techn
development process. This, in turn, allows market potent
be recognized and exploited in a timely manner. The soci
societal impacts concerning security technology researc
development aswell as related ethical and legal aspects de
a systemic perspective. Due to the high dynamics
complexity of the issues involved, a scenario approach is n
to analyse the security field. Only by combining this qual
approachwith quantitativemethods like publication and p
analysis aswell as the analysis ofmarket studies can the an
of such a dynamic and elusive sector be realized.

In the ETCETERA case presented in this paper, the s
characteristics of the security field, security technologie
the security market are represented by global se
scenarios which take heterogeneous aspects into con
ation. An overview and a summary of the steps take
provided in Fig. 1.

For each of the technologies, drivers and barrier
identified and then the technology as well as its driver
barriers are projected into the future scenarios. Within
scenario, different combinations of key factors are encoun
so different evaluation frameworks result. From these f
works, consequences are derived for considering which r
mendations can be made at present and which po
measures and actions can be taken to prepare for
challenges. We developed a workshop concept for this a
ment process (step 2 to step 6). This approach has three
building blocks. First, emerging security technologie
identified. The requirements concerning the identificat
emerging security technologies are described in Section 3
identification of the technical and non-technical driver
barriers of the specific technologies is explained in Sectio
Second, specialized global future scenarios are developed
process is described in Section 3.3. Finally, the scenarios an
identified technologies are brought together and an exem
evaluation is shown in Section 3.4.

3.1. Identification of emerging security technologies

Emerging security technologies are those currently
development levelwith a realistic application potential by
2030. Furthermore, they are characterized by their relevan



security issues and an expected future demand which implies
they will have a high impact on economic competitiveness and
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social welfare.
Within the ETCETERA project, various methods were

such as patent analysis, publication analysis and desk re
that led to the identification of the technology are
communication technology, energy technology, environm
security technology, human machine interface or s
technology, and specific topics within these. Aspects lik
time frame, security relevance (impact on future security
mainly driven by security demands), application pot
market potential, and ethical rating (e.g. privacy issues)
considered in the selection process that was accomplish
technology experts. The result of this task was a prioritiz
of 30 emerging technologies which are described in one
main project reports (Weppner et al., 2012). Nine of
technologies (homomorphic encryption, cognitive radio, i
navigation, small-scale energy harvesting, smart textile
four different kinds of sensor technologies) were select
further analysis in the scenario-based technology eval
process (Savage et al., 2013).

In the following, three of the nine technologies are u
exemplify the evaluation process: homomorphic encry
small-scale energy harvesting and indoor navigation.
technologies are suitable to show the diversity of po
barriers and drivers and the evaluation of their appli
potential with regard to the scenarios. Homomorphic en
tion from the field of communication technology
encryption technique that permits computation of encr
data without decrypting it beforehand. This increases con
tiality and has application potentials in the context of
computing (see, for example, Ryan, 2013, pp. 2265). Smal
energy harvesting from the field of energy technology ca
and stores energy from external sources. It is embedde
subsystem and produces power without interfering wi
main system. The energy source is freely available i
environment and is captured passively by the energy harv
system (see, for example, Lallart et al., 2010). Indoor navi
from the field ofmobile platform technologies allows navi
in different kinds of facilities using several sensor
networks. Different further services like marketing servic
also support for mass evacuations can be provided usin
technology (see, for example, Miller, 2006).

3.2. Identification of the barriers to and drivers for em
security technologies

This section describes howwe identified the barriers
drivers for these emerging security technologies in light o
degrees of implementation and the differing, specific
lenges and societal demands associated with the techn
areas.

In the first step, drivers for and barriers to each techn
were identified in a workshop with more than 30 expert
different backgrounds from science and research,
industry and the police. Here we decided to use the worl
concept (Brown, 2002; Brown and Isaacs, 2005), becaus
methodological approach is very suited to gathering
exchanging ideas, is open to new ideas and creates an ins
atmosphere. The different (stakeholder) experts help to id
the risks and challenges perceived by different group
d
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non-technical aspects with regard to the developmen
application potential of the selected emerging techno
Because of the specific characteristics of civil security te
ogies, it is crucial to consider not only their techno
feasibility, but also non-technological factors like societal
and legal and political frameworks. The identified drive
barriers were classified by the following dimensions: as
technological, economic, ecological, legal and politica
example, the societal perspective considers different
elements that can hinder or support the application
development of the technology. Aspects regarding th
application framework and the value added of the techn
for everyday life and its influence on fundamental righ
addressed, as are cultural factors, changes within the
system and the level of training. Furthermore, aspects
discussed like developments in fashion and trendiness, d
with data overflow and trust in the interpretation of da
signals as well as privacy issues, the public's acceptan
technologies in daily routines and associated potential
risks. However, the technological perspective considers a
which are directly or indirectly related to the techno
themselves. These include aspects concerning functions,
cations, markets and, rival or disruptive technologies. G
aspects are explained regarding the supply side, like stag
of the technology development or its enhancement, q
efficiency, and insufficient production. Finally, aspects spe
the research and development potential were discussed.

All three technologies address different technological
associated with their own specific challenges and so
demands. Examples include the increased usage of IT, su
ability, new energy provision (smart grids), increasedmo
and new concepts for buildings and housing (smart build
These technologies have diverse characteristics. While h
morphic encryption is only a theoretical concept and pr
concept or practical implementation are still missing
now, indoor navigation is being practised and many ap
tions already exist. There are “just for fun” application
location-based marketing, but also the first technologi
civil protection. Small-scale energy harvesting has sustai
ity and miniaturization as its main driving forces. To illu
this step, it is insightful to take a closer look at some ba
and drivers of the three selected technologies (for de
explanations, see Bierwisch et al., 2013): For homom
encryption, cloud computing serves as a driver. Cloud co
ing is the technical frame within which homom
encryption is implemented to secure the stored cloud
The widespread acceptance of cloud services influenc
adoption of homomorphic encryption and it therefore
mainly technical driver. On the other hand, as men
above, homomorphic encryption is still a theoretical co
At present, its technological realization is a barrier that ne
be overcome, so practical implementation is mandatory
applicability. For small-scale energy harvesting, efficienc
lower energy consumption are identified as drivers. Incr
computing times as well as smaller and more effective e
storage are the economic drivers of more and new appli
potentials. This could also increase the demand from th
side. Waste disposal might evolve to become an eco
barrier, because there is a certain risk that devices cont



small-scale energy harvesters will not be able to be disposed of
in an environmentally-acceptable way. However, the spread of
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mobile devices, especially smart phones, and the m
internet in general are technical drivers for the use of i
navigation systems, because indoor navigation is also usa
an app. Tracking and privacy concerns are barriers i
context. This technology might raise privacy issues due
possibility to track the movement of people within bui
and industrial espionage concerns (e.g. stealing ma
competing companies). Also, data security regulations
be a legal barrier to the usage of indoor navigation.

The aim of this step was to collect a wide range
possible barriers to and drivers for emerging security tec
ogies from different perspectives (e.g. policy, society, res
and industry). The discussion of drivers and barriers al
the participants a detailed study of the selected techno
and promoted the exchange among the individual exper

3.3. The global scenarios—constructing a framework fo
technology evaluation

Scenarios are used as a framework for the evalu
process. Their main objective is to simulate possible fu
where security technologies could be used with special r
to the security-specific aspects described in Section 2.2.

Due to the range of different technology areas,
technological degree of implementation and distributio
their interplay with political, societal and economic sys
we decided to choose a global perspective for the scena
order to have a holistic framework that encompasses te
logical and non-technological aspects. However, due t
project framework, there is a strong focus on the Eur
perspective.

The first step in the scenario processwas to identify re
aspects, called key factors, from different influential
Therefore, more than 100 future studies, reports and sci
literature on the technologieswere analysed. The intentio
to give a comprehensive picture of the state of the art an
diverse aspects into account. Finally, the following dimen
were used to derive factors and different future projectio

• EU-(Security)-Policy: Here, harmonization, the integrat
further states and policy focus (human, national or de
orientation) are addressed.

• R&D, innovation characteristics, trends and drivers in
nology: Public and private funding within the EU's
infrastructure are considered here as well as the res
consumption patterns. Commercialization strategies
example, a security label) and the design and orientat
innovation activities (resilience or threat driven) are
pared. Further, the need for human resources and
qualification is regarded as well as the potential orien
towards user needs in technology development.

• Society: This dimension addresses the social value s
and the understanding of security. Cultural influence
relevance of various societal aspects such as active age
the attitude towards technology (hype or scrutinizing
play a role.

• Economy: The fragmentation level, characteristics o
security industry (dominated by small firms or big pl
degree of fragmentation) and the security economy (fo
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production and consumption behaviour (sustainable o
is also considered.

• Global stability and policy: This dimension deals with sh
global powers and global stability as well as the handl
global emergencies and disaster management. F
considerations concern the global economic fram
(competingpolitical systemsor strong resilience orienta

17 key factors were derived from these dimensions in
workshopwith 20 experts from industry, academia, socie
policy. These factors are relevant aspects or variables
shape the future at the global level. The following criteria
taken into account for selecting key factors: relevance f
future 2020–2030, relevance for security, relevance fo
selected technologies, relevance for the European U
relevance for society and relevance for public and p
institutions. When elaborating future scenarios, it is imp
to work out different possible future developments of eac
factor (Gausemeier and Stollt, 2008, p.49f.). Hence a lis
compiled including the key factors and the descripti
different possible future projections. For each factor, mor
one alternative assumption was developed that was char
ized by the following aspects: they have to cover the
aspects, differ from each other, should be possible or pro
and can be positive or negative. For example, the key
‘design and orientation of R&D in Europe’ has two
projections. The first alternative describes the researc
innovation landscape as resilience-driven which is char
ized by a good balance between applied and basic se
research. There is a shift of orientation in security researc
to prevent risks but to accept them and propose how t
with them and the share of civil security in R&D is large
the military share. The second alternative is a threat-d
research and innovation landscape. Such a landsca
characterized, for example, by more applied security res
and insufficient basic research, decreased dual use of res
results and the securitization of life. These alternative p
tions of the key factor describe different future develop
and influence the scenario path then elaborated.

The objective of the next step was to clarify the influe
the global factors on each other and identify the
influential interrelations between factors that may be
bined within one scenario. These interrelations were des
textually, but also on a scale from 0 (no direct influence
(strong direct influence).The most influential key factors
derived based on this analysis. For example, shifting
powers and balances are the most influential, followed b
global economic set-up. These have an impact on politic
economic structures as well as society and are therefo
most important aspects for designing the scenario storie

The consistency of the scenarios was then analysed
selected factors and future projections are inserted i
consistency matrix and the future projections of the dif
factors are compared regarding their consistency on a
from completely inconsistent to highly consistent (Gause
et al., 1996). A consistencymatrixwas constructed and bu
of future projections were taken as a starting point fo
scenario descriptions in the form of short stories. The pu
was to find four scenarios with a relatively high consis



using different future projections that are constructed differ-
ently in relation to each other. In addition to high consistency,
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evaluation procedure is illustrated based on the example of
homomorphic encryption. (See Figs. 1– 3.)
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the scenarios tell a distinct, but convincing, logica
plausible story. Fig. 2 shows a section of the key factor li
an example of this short scenario story.

The scenarios describe relevant aspects for global sce
like the economic and political situation, the influence o
research and innovation landscape as well as the linkage
civil society. The different paths result from the combinat
future projections which lead to consistent stories. A par
effort was made to find an appropriate title that summ
the content and tendency of each scenario. Fig. 3 illustrat
elaborated scenarios and the specific characteristics of
Furthermore, the four different scenarios are positioned
the two most relevant dimensions: the global politica
economic situation, characterized by the two extrem
stability and instability; and the framework conditions
European Union level that range from weak to strong.
3.4. Scenario-based technology evaluation—combination of th
two building blocks
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In the technology evaluation phase, the emerging se
technologies are considered within the four scen
These scenarios are used as alternative frames to evalua
development and application potential of the selected se
technologies. The main point is to test the robustness
selected technologies within the different scenarios con
ing their individual composition and finally to make a
ments by applying specificmeasures and actions to be pre
for the future. Therefore, as mentioned above, we condu
workshop with more than 30 experts from different org
tions (e.g. politics, industry, research).

The three exemplary technologies from Section 3.1 a
as their drivers and barriers were evaluated in the cont
the different scenarios (see Fig. 4). In the followin
Fig. 1. Process description (own ill
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In the example, the focus is on thedrivers andbarriers
technological dimension, the market dimension an
political and legal dimension. The driver of cloud comp
can be seen as a technological pre-condition and is the
supported by a framework whose characteristics include
conditions for R&D activities, financing and funding as w
society's trust in technology, especially in the “Technology
the world” and the “2nd Woodstock” scenarios. The susp
attitude towards technologies in society tends to de
technology acceptance in “The broken pitcher” sce
Regarding the realization and implementation of hom
phic encryption, there is still work to be done to achie
practical realization. In the “Buddenbrooks global” scenar
demand for security technologies is generally high and
technology penetration of everyday life is common. But th
also more emphasis on applied research activities, an
investment in basic research is reduced. Therefore
implementation of this technology and its innovation s
may be hindered in this framework.

With regard to the market dimension, the strategic
patents is identified as amajor barrier. This patent beha
might lead to a blockade of technical fields becaus
technologies are protected and not freely accessib
other developments. A consequencemight be that only
providers exist, leading to a high level of dependenc
rising prices on the market. The economic barrier o
strategic use of patents might be a strategy for enterpri
strengthen their competitiveness, especially in
“Buddenbrooks global” scenario, because of the fragm
strong European market and the market-driven R&D
ture focused on applied research. Furthermore, the
match between privacy technologies and governm
forensics is a barrier to industry on a political and
level. Legal regulations and interventions by state
clash with technical aspects and data security. On th
ustration, inspired by Reibnitz (1991, pp. 14)).



hand, the demand for privacy technology is supported due to
the high demand for security. On the other hand, states can

ay b
ion o
ce o

national legal frameworks as in the “Buddenbrooks global”
scenario. One example of such legal measures are the

ental
of EU
rphic

Fig. 2. Section of key factor list, future projections and “2nd Woodstock—a peaceful world” scenario path (own illustration).
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reduce this demand through legal measures that m
supported by the dominance of the national orientat
European security policy as well as the dominan
Fig. 3. Characterization of
e
f
f

backdoors integrated in security methods for governm
actors. In addition, the different legal frameworks
member states might be seen as a barrier to homomo
the four scenarios (own illustration).



encryption technology. The legal framework increases the
complexity of practical implementation due to the national
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This work was carried out for all nine emerging security
technologies (Bierwisch et al., 2013). We came to the
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2013).

Fig. 4. Scenario-based technology evaluation—example for homomorphic encryption (own illustration).
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applicable law and individual adaptation so that addi
agreements are necessary. Because of the different lev
integration on the European level and lack of harmoni
on a legal level in “The broken pitcher” scenario, the req
harmonized legal framework to support the develop
and application of the technology is not given.

Fig. 5 illustrates the elaborated barriers to and drive
homomorphic encryption and their developments i
individual scenarios. Depending on the framework cond
the barriers and drivers of each technology can be strengt
or diminished.
Fig. 5. Relationship between scenarios and driving and hind
l
f
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d
t

r
e
,
d

conclusion that specific global developments of the infl
ing factors can strengthen or deactivate the barriers t
drivers for the technologies. Fig. 6 shows the o
assessment of the development and application pot
of the three selected emerging security technologies w
the scenarios.

The last step of the project was to derive action
recommendations and to transfer these findings into a
economic model to assess the emerging security technolo
a more quantitative way (for a detailed description
Bierwisch et al., 2013, forthcoming; Burbiel and Schietke,
ering forces—example for homomorphic encryption (own illustration).



4. Results & discussion
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Besides the results described above, global scenarios also
display other strengths and weaknesses. It is possible to
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In the following, the results from Section 3 are b
described and discussed in a broader context. The case
shows that qualitative narrative scenarios in combination
an analysis of market studies and scientific publication
suitable for technology evaluation in general. These s
focused on future market developments, like the diffus
mobile devices related to indoor navigation technology
future potentials for use. The application and develop
potentials of emerging and future security technologies
evaluated and barriers and drivers were derived and ref
upon in the context of the main influencing factors
technology development. We were able to show which f
have a direct or indirect influence on the technology dev
ment and, at the same time, if these factors can be addr
directly with measures by actors from politics, industr
research, or if they are out of their sphere of influenc
actors involved may have direct influence, for examp
increasing a product's acceptance by launching a mar
campaign after testing its usability. Or, as a second exam
disposal is seen as challenging or problematic, it c
included in the technology development process at a
early stage by integrating cooperation partners wit
necessary competencies. In Section 2.2, we define
requirementswhen evaluating emerging security techno
Within the scenario development process, many issue
addressed that might arise during technology develop
even aspects like the social value system. The legal frame
especially at the EU level, was also considered.Market stru
and its organization, the inner European level of harmoni
and the R&D landscape were all part of the evaluation.W
addressed potential users and institutional boundarie
Section 3.4 shows, the non-technical factors and their
projections make a significant contribution to identifyin
drivers and barriers of the different emerging security tec
ogies. Thus, we believe global scenarios are an appro
method that takes into account the requirement to pro
social acceptance and acceptability by integrating the re
concepts in the development of new technologies.

The specific objective of this method, to identify
integrate technical and non-technical drivers and barrie
emerging security technologies at an early stage of techn
development by using global scenarios, is partially ach
Fig. 6. Overall assessment of emerg
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consider various aspects ranging from the social value s
to shifting global powers. But societal requirements are d
and heterogeneous both within and between member
We tried to address this problembyvarying the societal a
and constructing different future projections. Regardin
global scenarios, the lack of quantification and the qual
focus might lead to bias. Overlooking important aspects
regarded context is also problematic but might be solv
conducting workshops with experts from different field
organizations. It is essential to ensure a balanced relations
factors and to cover them as dimensions of the problem
global scenarios are too wide-ranging and general, it bec
very difficult to set the technology in relation to them a
derive the influences on the regarded drivers and barr
drivers and barriers are not on the same level of abstractio
difficult to compare them. There is more work to be do
integrating all the relevant assessment dimensions an
characteristics of the scenarios in a socio-economic m
This is a way to add quantitative value to the methodol
approach.

Within the scope of research programmes or project
indications of technical and non-technical barriers and d
can be addressed in advance and gain attention as fundam
requirement in an early stage of the technology develop
process. So the results of the method introduced here se
decision support and can help to develop recommendatio
a European research agenda for emerging security techno

5. Conclusion

This paper addressed whether and how societal re
ments and other influencing factors can be integrated
early stage of technology development. An evaluation f
work for emerging security technologieswas developed u
method based on global scenarios. The study showed
global scenarios are an appropriate tool to assess em
technologies regarding their future application and dev
ment potentials and taking technical and non-technical d
and barriers into account. If social needs and concerns h
be considered, it is essential that they are mapped in th
factors when developing the scenarios as well as all the
related aspects that characterize the regarded field of in
ing security technologies within the scenarios.



Furthermore, scenarios are suitable to trace the links or
dependencies between factors for the involved audiences,
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stakeholders, and actors responsible for the further techn
development process in order to be able to exploit the
application and market potential of the technology.

The interaction of future security technologies with
ethical, behavioural, economic and ecological aspect
become more and more important in planning processe
research programmes. With regard to the increasing rele
of societal aspects in various contexts, this is a suitable m
for their early integration. Integrating societal aspects i
useful, especially in the realm of security technologies u
satisfy security needs.
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